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abstract

Based on the need of network security, people use SSL/TLS or other encryption
technologies to encrypt network communications to avoid information leaks and
other security incidents. At present, SSL/TLS has become the main communication
protocol for network traffic, and more than half of the network communication
traffic uses such encryption technology. On the other hand, the use of encryption
technologies has also become a channel for hackers to conduct network attacks,
computer virus transmissions, or confidential information leaks. Encrypted
communications have important features that whose contain can’t be detected, so
hackers may hide the computer virus, network attacks or confidential information
leaked in encrypted communications to circumvent the firewall check. Therefore, the
use of new security equipment or technologies to check the encrypted
communication content has become a necessary means for the current information
security.

However, if the encrypted communication is decrypted and parsed, whether it will
infringe on the right of secret communication and cause the crime of illegally
supervising on communication or impairing the use of the computer is a problem
that must be considered. This paper attempts to analyze the criminal liability of
decryption according to the characteristics of network packets and finds the
possibility of reconciling the conflict of information security and the right of secret

communication.

Keyword: information security, encrypted communication, impairing the use of the

computer, illegally supervising on communication, packet, SSL/TLS
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